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1. Introduction 

This is an AI-powered conversational tool designed to keep users safe online.  

 

2. Information We Process 

This AI assistant does not store directly identifiable personal information such as names, email addresses, 

social media usernames or phone numbers. Where necessary for service integrity, we may generate 

pseudonymous technical identifiers derived from messaging sessions. These identifiers are used to 

distinguish repeat interactions and prevent abuse and cannot be used to directly identify an individual. We 

may derive limited non-identifiable metadata, such as country-level classification, to understand high-

level geographic fraud trends. 

 

3. How We Use Information 

We use the information processed to: 

 Improve the effectiveness of this AI assistant 

 Identify high-level trends  

 

4. Data Sharing and Third-Party Access 

This AI assistant does not share chat transcripts, user conversations, or any directly  identifiable personal 

information with third parties. We do not sell, rent, or distribute user data for marketing or advertising 

purposes. Aggregated, non-identifiable insights may be generated to support research and efforts aimed at 

preventing online fraud. 

 

5. Compliance with Legal Requirements 

We comply with applicable data protection laws and regulations. If required by law, we may disclose 

information to legal authorities only to the extent necessary and in accordance with legal obligations. This 

AI assistant does not solicit, host, or distribute illegal content. If we become aware of content that appears 

to involve child sexual exploitation or other unlawful material, we will take appropriate action consistent 

with applicable law, including cooperating with lawful requests from competent authorities where 

required. 

 

6. Changes to This Privacy Policy 

We may update this Privacy Policy periodically to reflect changes in our practices or legal requirements. 

Any updates will be posted with a revised “Last Updated” date. 

 

7. Contact Us 

If you have any questions about this Privacy Policy or our data practices, please contact us at: 

contact@mythoslabs.org 
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